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As a business owner, you are required to wear a lot of different hats which can be 
challenging – especially in areas you aren’t as familiar with. For many business owners, 
leading an IT department was something they had never planned to do. After working in 
IT for 30 years and consulting with hundreds of companies I have seen almost every 
form of IT management – and mismanagement. In this series of articles, I draw from 
that experience to outline some best practices for you as a business owner to leverage 
to get the most from your Information Technology.  
 
In the first article in the series [hyperlink] I discussed how at the foundation of 
effectively using Information Technology is developing a set of guiding Principles that 
aligns technology with the strategic goals on an organization. Now we’ll take a look at 
the architecture and infrastructure your IT department needs to meet those principles 
and goals. 
 
At the heart of Information Technology is the technology itself, the hardware , software, 
services, telecommunications and a host of other technological components.  Therefore, 
it is essential to define how an organization will architect and build its supporting 
infrastructure to support the operations of an organization.  We have divided IT 
Architecture and Infrastructure into three standards: technical, data, or process.  
 
Technical standards define the basic technical requirements of your IT systems – those 
specific architectural rules, or industry best-practices, that govern the design and 
management of your IT resources.  For example, it is important to define organizational 
security levels or the scope of Internet redundancy to meet organizational objectives.  
We recommend defining a standard desktop operating system and software, uniform 
PDA devices, and standard network operating systems.  
 
Once you’ve made your technical decisions you’ll need to move on to establishing your 
data standards. These will determine the ways in which your company’s data is 
inventoried, guidelines for how it’s used and those with access to it.  For example, 
requiring that IT systems utilize an engine-based relational database – one that 
provides high availability, ensures low transaction corruption and overall increased 
performance. Many SMB organizations I work with have a very high propensity for 
decentralizing the location of corporate data (primarily through spreadsheets), creating 
bottlenecks and considerable maintenance inefficiencies or using for analysis. It is often 
impossible to properly control and protect corporate data when decentralized or hosted 
in “islands” throughout the organization.  In addition, it has become even more 
important in modern organizations where more and more information is digitally 
available, and easily distributed, to define specific policies and procedures for 
protecting it. 
 
The third phase of building your standards is building your process standards which 
will define the best practices to leverage your IT resources.  
 



In order to make sure your systems, and people, are efficient you’ll need to define 
standardized ways in which software systems are leveraged and corporate documents 
are managed.  Nothing is more cumbersome to a business then multiple people or 
departments doing the same tasks in different ways.  Strong IT processes have well-
defined transaction points, quality control steps and established accountability for data 
integrity.  The most effective business processes eliminate manual processes altogether 
and don’t require any manual or electronic reworking of data. That will leave you and 
your employees with immediate access to quality and complete corporate data.  
 
In conclusion, making IT decisions can seem endless and confusing but by taking some 
time to discuss, decide and define your IT Architecture and Infrastructure the pain will 
be eased considerably.  The key questions you should be asking yourself are: What are 
the core business processes and how are they related? What information drives those 
processes and how must the data be integrated? What technical capabilities should be 
standardized to support process standardization and integration? Perhaps most 
important is who are the people currently responsible for these processes and how do 
they view the challenges. 
 
Oftentimes turning to an outside IT firm can be helpful in these situations. They will 
have a standard list of IT requirements and the experience to help determine what your 
business needs and how best to deliver it.  
 
In the next article, I’ll be sharing my best practices for IT Governance to help you 
maintain all the systems and technologies discussed here.  
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